In this paper, an algorithm for multiple digital watermarking based on discrete wavelet transform (DWT), discrete cosine transform (DCT), and singular value decomposition (SVD) was proposed for healthcare applications such as tele-ophthalmology, tele-medicine, tele-diagnosis, and tele-consultancy services. Multiple watermarks were used in this algorithm to reduce the consequences of medical identity thefts. In the embedding process, the cover medical image was decomposed into third-level DWT. Low-frequency bands (LH2 and LL3) were transformed by DCT, and then SVD was applied to DCT coefficients. Two watermarks in the form of images were also transformed by DCT and then SVD. The singular values of the watermark information were embedded in the singular value of the cover medical image. Watermarks were extracted using an extraction algorithm. In order to enhance the robustness performance of the image watermarks, back-propagation neural network was applied to the extracted watermarks to reduce the effects of different noise applied on the watermarked image. Results were obtained by varying the gain factor and the different cover image modalities. Experimental results were provided to illustrate that the proposed method is able to withstand a variety of signal processing attacks, and has been found to give excellent performance in terms of robustness and imperceptibility. The performance of the method was also compared with other reported techniques. Further, the visual quality of the proposed method was also evaluated by a subjective method.
Introduction
Nowadays, growth in technology such as computers and computer network offers widespread use of multimedia contents such as digital image, audio, and video. This growth has also made easy duplication and distribution of these multimedia data. Therefore, protection of multimedia content has become an essential and difficult job. Recently, there is growth in the medical field due to the development of healthcare applications. However, the most important issues in this area are protecting the sharing and transmission of patient information via the Internet. Digital watermarking is the recent, popular, and efficient technique for multimedia data protection. In this scheme, a document called watermark is embedded into the digital data to protect it from unauthorized use. Digital watermarking has various applications, such as copyright protection, copy protection, tamper detection, broadcast monitoring, content archiving, fingerprinting, healthcare, cyber watermarking, and content authentication [1, 9, 12, 33, 38, 40, 41, 44] . In addition, digital watermarks are also used to protect state driver licenses by providing a covert and machine-readable layer of security to fight against various issues such as digital counterfeiting, fraud, identity theft, etc. [15] . Further, multiple image watermarking in the healthcare domain has various advantages [40, 41] , as follows:
1. Embedding of multiple data in a single cover medical image enhances the security, and reduces the storage space and bandwidth requirements for the transmission of multimedia data. 2. It helps in maintaining the confidentiality of patients especially if the disease is clandestine in nature. 3 . Sometimes, tampering in medical data may even cost a life because of an incorrect diagnosis. People will not try to tamper the patient data if it is hidden in medical images. 4 . Multiple image watermarking in healthcare applications also prevents medical identity theft, which is a serious security concern reported in various surveys [10, 29, 45] .
However, the embedding of multiple watermarks in the cover medical image will degrade the visual quality of the watermarked image. The main concern of digital image watermarking schemes is that the watermark should not affect the quality of cover image, and it should be robust for different signal processing attacks. The watermarking techniques are classified on the basis of permanency, visibility, detection, and domain. According to domain, watermarking techniques can be classified as spatial domain and transform domain watermarking techniques. In spatial domain techniques such as least significant bit, correlation-based technique [32, 37] watermark is embedded by modifying the values of pixels. These techniques are simple and of low computational complexity; however, it is less robust against signal processing attacks. In transform domain watermarking such as discrete cosine transform (DCT), discrete wavelet transform (DWT), discrete Fourier transform (DFT), and singular value decomposition (SVD) [2, 3, 31] , the cover image is converted into a transform domain and then watermark is embedded into transformed coefficients. Robustness, imperceptibility, capacity, computational cost, and security are important characteristics for general watermarking systems [38] . However, there exists some trade-off between the robustness, imperceptibility, and capacity characteristics of the watermark. Therefore, some optimization techniques are required to balance these characteristics. Recently, different artificial intelligence techniques [5-7, 27, 49, 52] are used as an optimization technique to search optimal sub-bands and coefficients in the transform domain to embed watermark with different scaling factors. In addition, these techniques can be used as optimization techniques to remove some round-off errors when coefficients in the transform domain are transformed to the spatial domain. Different image watermarking techniques using neural networks have been proposed [25, 26, 46, 48, 49] . For a detailed description on these approaches, interested readers may directly refer to them.
Related Work
The recent and related works are discussed below.
A DWT-SVD-based image watermarking method was proposed by Aslantas et al.
[6] using a particle swarm optimizer. The method is robust against different image processing attacks at an acceptable peak signal-to-noise ratio (PSNR) value. Yen and Huang [49] proposed a digital watermarking method based on DCT and back-propagation neural network (BPNN). The simulation results indicated that the method is found to be robust for different attacks. A blind watermarking method based on DWT and forward neural networks was proposed by Vafaei et al. [46] . Experimental results demonstrated that the method is robust for different signal processing attacks at acceptable PSNR performance. Yang et al. [48] presented a color image watermarking using BPNN. The method is more robust than other reported techniques [50] . Ali et al. [4] also proposed a DWT-SVD-based watermarking method using differential evolution. The method also solved one of the major drawbacks of SVD -false positive problem -as reported in the paper. The method offers good robustness and transparency characteristics as required by any general watermarking method. Singh et al. [39] proposed an algorithm for single image watermarking using DWT, DCT, and SVD. The method has been evaluated for various important signal processing attacks.
Singh et al. [42] proposed a wavelet-based spread-spectrum multiple watermarking technique considering image and text medical watermarks. The experimental results were obtained by varying the watermark size and gain factor. The performance of the proposed method has been evaluated for various attacks. The normalized correlation (NC) performance of the text watermark is enhanced by using an error correction code. For the patient identity authentication purpose, a secure multiple watermarking method based on DWT, DCT, and SVD was proposed in Ref. [43] . To enhance the security of the medical text watermark, the encryption is applied before embedding into the cover medical image. The experimental results have shown that the method is robust for various signal processing and "checkmark" attacks. In order to improve the performance of the proposed method [43] , DWT applied on watermark image instead of DCT was proposed in Ref. [36] . In Ref. [28] , the authors presented a watermarking method using lifting wavelet transform, and block-based DCT was applied to the cover image followed by normalizing the image. Further, the DC coefficients from all blocks were gathered and a singular value matrix was constructed using SVD. The watermark image was embedded in this singular value matrix after scrambling the image, which increased the security of the proposed scheme. Pandey et al. [30] presented a secure DWT-and SVD-based multiple watermarking method for tele-ophthalmology applications. To enhance the security of the method, secure hash algorithm (SHA-512) was used for generating hash corresponding to the iris part of the cover digital eye image. The NC and bit error rate performance of the method was extensively evaluated and analyzed for different attacks including checkmark attacks.
Important Contribution of the Work
In this research, multiple watermarks are used for the owner identity authentication purpose. If one watermark is tampered or destroyed, the other watermark can be used to obtain the appropriate information. This paper presents a hybrid approach (DWT, DCT, and SVD) for medical image watermarking using BPNN. In this approach, multiple image watermarks such as symptoms watermark and patient record watermark are embedded in the medical cover image. The cover image is decomposed using second-level DWT (LL2, LH2, HL2, and HH2) and third-level DWT (LL3, LH3, HL3, and HH3) sub-bands. The LH2 sub-band is selected to embed the symptoms watermark image and the LL3 sub-band is selected for embedding the patient record (Record) watermark image, which requires more robustness. It is evident that watermarks containing important information requiring more robustness are embedded in higher-level DWT sub-bands [40, 41] . DCT and SVD are applied to the selected sub-bands to embed the corresponding image watermarks. Results are obtained by varying the gain factor and the different cover image modalities. Experimental results are provided to illustrate that the proposed method is able to withstand known attacks. The important contribution of the work is summarized below: 1. DWT, DCT, and SVD are the popular techniques used for watermarking, so their fusion makes a very attractive watermarking technique. Due to its excellent spatio-frequency localization properties, DWT is very suitable to identify areas in the cover image where a watermark can be imperceptibly embedded [8, 14, 21, 40] . However, DWT has poor directional information, is shift sensitive, and lacks phase information. DCT has very good energy compaction property and requires less computational resources [2, 3, 31, 32, 35, 37] . DCT is applied on the DWT coefficient to present the important information in a very small number of low-frequency components [35] . However, DCT is suffering from false contouring effects and blocking artifacts. One of the attractive mathematical properties of SVD is that slight variations of singular values do not affect the visual perception of the cover image [17, 22, 23, 28] , which causes the watermark embedding procedure to achieve better performance in terms of imperceptibility, robustness, and capacity, as compared to DWT, DCT, and SVD applied individually. The main drawback of the SVD-based image watermarking is its false-positive problem and computational expensiveness. The false-positive problem as suffered by the SVD can be solved by the shuffled SVD, as reported in Ref. [18] . 2. Multiple watermarking enhances the security and reduces the consequences of patient identity thefts.
If one watermark is tampered or destroyed, the other watermark can be used to obtain the appropriate information. 3. The robustness performance is evaluated in Tables 1-3 . Referring to these tables, it is established that the performance of the proposed method is enhanced by using BPNN. Referring to Tables 4 and 5 , it is observed that the NC performance of the proposed method is better than other reported techniques. 4. Embedding patient information in the form of multiple image watermarks in cover images conserves transmission bandwidth and storage space requirements, which are very important for healthcare applications.
Therefore, the proposed method is suitable for the prevention of patient identity theft/alteration for healthcare applications.
Related Concepts
The proposed method on multiple watermarking is based on DWT, DCT, and SVD using BPNN. Hence, a brief description of these concepts is included in the below sections.
Discrete Wavelet Transform
The DWT of digital images provides multi-resolution representation of an image that helps in interpreting image information [14, 21] . It transforms the two-dimensional digital image into four quadrants of different frequencies, i.e. LL1, LH1, HL1, and HH1. The low-frequency part LL1 can be split again into more quadrants of high and low frequencies, i.e. LL2, LH2, HL2, and HH2 can be further decomposed into LL3, LH3, HL3, and HH3 until the signal is fully decomposed [36, 42, 43] . The coefficients obtained by applying DWT to host image (H) are [31] : 
Discrete Cosine Transform
The DCT of digital images provides frequency-space representation of an image by separating into different frequencies -low, high, and middle frequency coefficients [31, 32, 37] . The embedding of watermark data into middle frequency coefficients gives additional resistance to the lossy compression techniques, while avoiding significant modifications in the cover image. DCT also has very good energy compaction property [2, 3, 39] . DCT coefficients for an input image (I) of size N × N are computed according to Eq. (5). D (i, j) is the DCT coefficient in row i and column j of the DCT matrix, and I (x, y) is the intensity of the pixel in row x and column y of the image [40] . 
Singular Value Decomposition
The SVD decomposes the matrix of the host image into three rectangular matrices, i.e. U, S, and transpose (T) of V. U and V are orthogonal square matrices in which columns are left and right singular vectors. These singular vectors represent the geometry of an image. S is diagonal matrix whose diagonal entries are singular values, and is in descending order [17, 22, 23, 28, 39] . These singular values represent the brightness of an image. SVD is very efficient in representing the intrinsic properties of an image [11, 13, 16, 24] . Let I be the square matrix, then SVD can be represented as [24, 39] T I USV . =
Back-Propagation Neural Network
Artificial neural networks are based on the structure of human brain and used for complicated problems of pattern recognition, clustering, and classification. A typical neural network consists of an input layer, hidden layers, and an output layer ( Figure 1 ). The different algorithms for training BPNN are the steepest descent method, adaptive learning rate, conjugate gradient, quasi-Newton, and Levenburg-Marquardt (LM) algorithm [19, 47, 49] . The iteration of the LM back-propagation learning algorithm can be written as [19] k +1 k k k X X a g . = −
Here, X k is current vector of weights and biases, a k is learning rate, and g k is current gradient. In this paper, the LM algorithm was used, which uses batch mode to implement gradient descent and is tens to hundreds times faster than standard algorithms using the incremental mode. Like the quasi-Newton algorithm, the LM algorithm approach uses second-order training speed without computing the Hessian matrix. The Hessian matrix (H) can be approximated as
The gradient (g) can be calculated as
Here, J is the Jacobian matrix, which contains the first-order derivative of network errors with respect to biases and weights. J T is the transpose of the Jacobian matrix and e is vector of network errors. The LM algorithm uses the following Newton-like update to approximate the Hessian matrix:
Here, μ is a scalar that is used to determine whether gradient descent with smaller step size or Newton's method using Hessian matrix will be used. If μ = 0, it becomes Newton's method; otherwise, it becomes gradient descent with smaller step size [20, 34] .
Proposed Algorithm
The proposed algorithm has two different parts: the embedding and extraction processes. Figure 2A and B illustrates the watermark embedding and extraction processes, respectively. The algorithmic steps are discussed below. 1 . Apply third-level DWT transform on the cover image to decompose it into the corresponding sub-bands, and select the LH2 and LL3 sub-bands. 2. Apply DCT to the selected sub-bands and then apply SVD to transformed DCT coefficients to obtain their corresponding three matrices U, S, and V. 5. Obtain modified DCT coefficients by applying inverse SVD (ISVD) using the following equation:
Watermark Embedding Process
6. Obtain modified LH2 * and LL3 * sub-bands by applying inverse DCT (IDCT) to modified DCT coefficients.
7. Change the LH2 and LL3 sub-bands of the cover image with the modified LH2 * and LL3 * sub-bands, and apply inverse DWT (IDWT) to obtain the watermarked image A wat . 8. Apply attacks and noise to the watermarked image to check the robustness of the proposed algorithm. 1 . Apply third-level DWT transform on the cover image to decompose it into corresponding sub-bands, and select the LH2 and LL3 sub-bands. 2. Apply DCT to the selected sub-bands and then apply SVD to transformed DCT coefficients to obtain their corresponding three matrices U, S, and V. 
Watermark Extraction Process
3. Apply DCT on watermark images (Symptoms and Record) and then apply SVD to DCT coefficients to obtain their corresponding matrices similar to step 2: T wj wj wj wj A U S V j Symptoms and Record. = =
4. Apply step 1 and step 2 to the watermarked image to obtain its corresponding SVD matrices for the LH2 and LL3 sub-bands:
5. Obtain singular values of Symptoms and Record from the singular values of the LH2 and LL3 of the watermarked image and cover image, respectively, by using following equation:
6. Obtain extracted watermarks by applying ISVD using Eq. (18) and then IDCT:
7. BPNN is then applied to extracted watermarks to remove noise and interferences in order to improve their robustness. Figure 3 shows the BPNN training process.
Experimental Results and Analysis
The performance of the combined DWT-DCT-SVD watermarking algorithm was evaluated in terms of the quality of the watermarked image (PSNR) and the robustness of the watermarked image (NC) using BPNN. The gray-scale medical C/CLump image of size 512 × 512 as cover image, the Symptoms image of size 128 × 128, and the Record image of size 64 × 64 are considered as image watermarks. Also, BPNN was applied to the extracted watermarks to achieve the better robustness performance of the proposed method against different signal processing attacks. The strength of watermarks was varied by varying the gain factor in the watermarking algorithm. For testing the robustness of two watermarks and the quality of the watermarked medical image of the proposed scheme, MATLAB was used. Figure 4A -D shows the cover C/CLump image, Symptoms image, Record image, and watermarked images. Figure 5A and B shows the extracted watermarks without using the BPNN training. Figure 6A and B shows the extracted watermarks with use of BPNN training. The PSNR and the NC performance of the proposed method are shown in Tables 1-3 . In Table 1 , the PSNR and the NC performance of the proposed method have been evaluated without any noise attack. Without using the BPNN, the maximum PSNR value was 41.36 dB where the NC value was 0.9427 and 0.8641 for the Symptoms image and Record image, respectively, at gain factor = 0.01. With BPNN, the maximum NC value was 0.9814 at gain factor = 0.04 for the Symptoms image, and for the Record image the maximum NC was 0.9948 at gain factor = 0.18. However, for the same gain factors, the NC values were obtained as 0.9679 and 0.9934 for the Symptoms and Record watermark images, respectively, without using BPNN. We found that the larger the gain factor, the stronger the robustness, and the smaller the gain factor, the better the image quality. Record image requires more robustness; therefore, gain factor = 0.18 was used for Tables 2 and 3. Table 2 shows the effect of cover image, in which the proposed algorithm was tested for other images like ultrasound, mammography, CT scan, MRI, and Lena images. With BPNN, the highest NC values were obtained with Lena image at gain = 0.18, i.e. 0.9916 for symptoms image and 0.9934 for Record image. However, the highest NC values for both watermarks were obtained with the same cover image without using the BPNN. Here, the ratio of the size of the cover and watermark image is very important. Table 3 shows the performance of the proposed method against different attacks. All the considered attacks were applied to the watermarked image created from the cover C/CLump image and Symptoms image and Record image at gain factor = 0.18. Without BPNN, the highest NC value was obtained against low pass filtering for Symptoms image, and for Record image the highest NC was obtained against JPEG 100. These values were 0.9329 and 0.9934 for Symptoms image and Record image, respectively. However, the lowest NC was 0.5798 against Rotation for Symptoms image and the lowest NC was 0.6596 against Salt and Peppers noise (density = 0.05) for Record image. With BPNN, all the NC values were >0.9 for maximum attacks. The highest NC value obtained for Symptoms was 0.9661 against JPEG compression (QF = 100). However, the lowest NC was 0.7348 against average filtering. Similarly with BPNN, the highest NC value obtained for Record was 0.9939 against JPEG compression (QF = 100). However, the lowest NC was 0.6828 against Salt and Peppers noise (density = 0.05). The NC performance of the proposed method at different gains and attacks is compared with other reported techniques [51] in Tables 4 and 5, respectively. Referring to Table 4 , it is established that the maximum NC value found by the reported technique was 0.9800 at gain = 0.1. However, the maximum NC value found by the proposed method was 0.9943 at the same gain. The minimum NC value found by the proposed method was 0.9065 at gain = 0.01. However, the reported technique obtained a value of 0.8200 at the same gain. Referring to Table 5 , it is established that the NC value obtained by the proposed method was 0.9811 for JPEG (QF = 60). However, the NC value obtained by the reported technique was 0.9600 for the same attack. Further, the NC value obtained by the proposed method was 0.6183 for Salt and Peppers (density = 0.05). However, the NC value obtained by the reported technique was 0.8500 for the same attack.
From the above discussion, the proposed method is more robust than the other reported techniques [51] . The visual quality (determined by PSNR) of the watermarked image is evaluated by the subjective method [40] in Table 6 . In this method, two students and three academicians were involved to recognize the visual quality of the possibly distorted watermarked image. In Table 6 , it is established that the visual quality of the watermarked image is acceptable for medical findings/diagnosis at all the selected gain factors except gain factors = 3.0 and 5.0, which showed poor/very poor visual quality of the watermarked image.
Conclusion
In this paper, a hybrid image watermarking technique based on DWT, DCT, and SVD has been presented using BPNN, where two image watermarks (Symptoms and Record) were embedded simultaneously in the cover medical image. The performance of the proposed method highly depended on the size of the watermark, gain factor, and noise variations. The main contributions of the work are identified as follows: (i) The fusion of DWT, DCT, and SVD offers better performance in terms of imperceptibility, robustness, and capacity, as compared to DWT, DCT, and SVD applied individually.
(ii) Embedding of the multiple watermarks within the cover image helps in reducing the consequences of patient identity thefts. In addition, embedding patient details in medical images conserves transmission bandwidth and storage space requirements. (iii) The robustness performance of the proposed method is enhanced by using the BPNN. (iv) The performance of the proposed method has been extensively evaluated by varying the gain factor and the different cover image modalities.
Experimental results have shown that the method is robust for various signal processing attacks, and also achieved better performance in terms of PSNR and NC than other reported techniques. (v) The visual quality of the proposed method was also evaluated by the subjective method. Therefore, the proposed method is suitable for the prevention of patient identity theft/alteration for healthcare applications.
Various techniques were combined to make an optimum trade-off between the robustness of the watermarks at the acceptable visual quality of the watermarked image. However, it may have increased the computational complexity to some extent, which needs to be investigated separately.
We would like to further improve the performance, which will be reported in the future.
